
• Perform PC configuration and 
maintenance tasks, including hardware 
and OS installation and troubleshooting, 
and configuration for network services 

• Describe the OSI Reference Model, 
layered communications principles, and 
routing, bridging and switching principles 
and devices, and use these concepts 
effectively in verbal and written 
communication 

• Manage Cisco router hardware and the 
Cisco Internet Operating System (IOS), 
including planning, installation, 
configuration, management, upgrading 
and troubleshooting of routers and 
switches 

• Analyze organizational networking 
needs, and design and implement Local 
Area and Wide Area Networks (LANs 
and WANs), including hardware and 
software configuration and management, 
and security (access control) 

Required Courses 
Number 

 3  
CIS 1946* CISCO Networking I 3  
CIS 1950* Windows Client 

Administration 3  

CIS 1745* UNIX System 
Administration 3  

CIS 1810* Security Fundamentals 3  
CIS 1947* CISCO Networking II 3  
CIS 1952* Windows Server 

Administration 3  

Technical 

 

CIS 2812* Network Security   
CIS 2813* Forensics and Incident 

Response   

CIS 2814* Ethical Hacking and 
Systems Defense    

CIS 2815* Cloud Computing   
CIS 2973* Server Virtualization    
Total Credits 30 
*Requires a prerequisite or a concurrent course

 
Pre-program Requirements 
Successful entry into this program requires a specific level of skill in the areas of English/reading and 
mathematics.  
 
English/Reading:  

• Eligible for ENGL 1106 - College Composition I, or 
• Completion of ENGL/READ 0950/0955 (or equivalent or higher). ENGL/READ 0950/0955 may be taken 

concurrently with Semester I coursework. 
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